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Abstract. Generally, low frequency domain may be useful to embed a
watermark in an image. However, if a watermark is embedded into low
frequency components, blocking effects may occur in the image. Then
considering blocking effects, we study some characteristics among DCT
coefficients and find some interesting mutual relations. Here, the robustness of many schemes based on the orthogonal transformations such as
DCT may be doubtful against geometric transformations. For the distortions produced by some geometric transformations, we propose a searching protocol to find the watermarked block which is rotated and shifted.
In the proposed scheme, a watermark can remain in the attacked image with very high probability in our scheme. Further, the watermark
becomes more robust than the above scheme using error-correction.
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Introduction

According to the spread of the internet, multi-media become to treat digital
contents which can be copied easily without any degradation. It produces a very
serious problem to protect the copyright of digital contents. Watermarking is
one of the effective schemes to protect the copyright of digital contents. The
watermarking is a technique to embed some information in the digital contents
without being perceived. The embedded information can be extracted from the
watermarked content by a tool. A watermark should convey information as much
as possible, and it should be secret, which means that only authorized parties can
access. Further more, it should not be removed from the original contents even
if the original data were changed by signal processing such as data compression,
hostile attack, etc. However, if an individual user knows how to embed and
extract, unauthorized parties may forge the embedded information. Therefore,
we establish a trusted center which knows the way of embedding and extracting
in order to keep the copyright of every digital content. Every author who wants

to get the copyright must send his original contents to the trusted center and
get the watermarked contents from it.
A watermark signal is sometimes designed in the spatial domain[1], but most
scheme in the transformed domains such as DCT(Discreet Cosine Transform)
domain[2][3][4] or wavelet domain[5][6] because the signal embedded into the
transformed domain spreads all over the image. In transformed domain, a watermark is usually embedded into the high frequency components, as the changes
of the components may be hard to perceive for man. Here, as mentioned in [7],
it is difficult to perceive the changes of the very low frequency components as
well as high. And the low frequency components may be useful to embed a watermark. However, many authors avoid to apply the low frequency components
of DCT. Since blocking effects might be appeared in the image if the low frequency components of DCT would be changed. The blocking effects are usually
noticeable because the boundaries of the blocks are appeared in the image.
In this paper, we propose a new watermarking scheme and apply the StirMark attack[8][9] to evaluate it, as the attack is used for evaluating the security of many watermarking schemes today. Using the characteristic of addition
among DCT coefficients, a watermark is embedded into the very low frequency
components of DCT without the blocking effects in the image. And considering
the distortions caused by the geometric transformations, the distorted blocks
where the watermark is embedded are found out in the searching protocol to
synchronize the orthogonal axes and the positions. Further, encoding to the error correcting code, the watermark can become to withstand the effects caused
by the attacks.

2

StirMark Attack

A watermark should retain the important feature such that it should not be
deleted even if many kinds of signal processing, such as linear or nonlinear filtering, non-invertible compression, addition of noise, clipping, etc, were performed.
In previous works, there are many watermarking schemes[10][11][12] to immunize such attacks. However, the specific distortions such as rotation, extension
and reduction have often been neglected in spite of having the important feature
such that they generate the serious degradation in PSNR(Peak Signal to Noise
Ratio) being compared with only a little change of the visual characteristic of
the image. Many watermarking schemes have been evaluated only by their own
attacks and no standard tool to attack them has been proposed. Then StirMark
attack, which performs some defaults attacks, has been proposed in order to
standardize the attacks for watermarking. In the StirMark attack, an image is
rotated, stretched, shifted and sheared by an unnoticeable amount. The main
purpose is to give a short overview of the performances of watermarking systems and provide a standard tool for comparing them. Of course, some schemes
withstanding StirMark attack have been proposed, but some problems are still
remained in them. For example, the amount of embedded information is very
small[13]. Then other attacks are added to a new version of StirMark attack

published in April, 1999. In this paper, we evaluate our scheme using the new
tool of version 3.1[9], which includes low pass filtering , color quantization, JPEG
compression, scaling, clipping, rotation, shearing, horizontal flip, removal of lines
and columns, FMLR(Frequency Mode Laplacian Removal) attack, etc[8].

3

Proposed Scheme

In this section we consider how to embed watermark information and how to
extract it. Taking into account of the distortions produced by embedding and
attacks, we have proposed a new idea such that a watermark information bit
embedded in a block is extracted from its inner sub-block.
3.1

Basic Idea

Generally, the set of basic orthogonal vectors has some interesting features. Then
we try to analyze the characteristic of DCT. First, we begin with one dimensional
DCT(1D-DCT). Fig.1(a) shows four low frequency basic vectors from a0 to a3 .
When two basic vectors are interacted ingeniously, an amplitude in the central
region greatly increases and the waveform becomes similar to one of the basic vectors. Here we show the waveform of a0 − a2 in the top of Fig.1(b). The waveform
surrounded by a bold line is similar to a half scaled waveform of a0 . Similarly
the waveform of a1 − a3 is similar to that of a1 . This idea can be extended to

a0
a0 a2

a1

a2

a1 a3

a3
(b)
(a)
Fig. 1. Low frequency 1D-DCT basic vectors and those additive performance

two dimensional DCT(2D-DCT). Fig.2(a) shows 16 low frequency basic matrices
from A(0, 0) to A(3, 3). When four basic matrices are interacted ingeniously,
the similar phenomenon to the case of 1D-DCT is appeared. The calculated result

of {A(0, 0)−A(0, 2)−A(2, 0)+A(2, 2)} has been shown in the top of Fig.2(b).
Then the region in a oblique line is similar to a quarter scaled matrix of A(0, 0).
Similarly the region of {A(0, 1) − A(0, 3) − A(2, 1) + A(2, 3)} is similar to
that of A(0, 1), the region of {A(1, 0) − A(1, 2) − A(3, 0) + A(3, 2)} is similar
to that of A(1, 0) and the region of {A(1, 1) − A(1, 3) − A(3, 1) + A(3, 3)}
is similar to that of A(1, 1). Further more, the amplitude outside of the oblique
line becomes very small.
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Fig. 2. Low frequency 2D-DCT basic matrices and those additive performance

Applying the feature for our scheme, we embed watermark information bit
in a 32 × 32 block, and extract it from the inner 16 × 16 sub-block which exists
in the middle of 32 × 32 block. When watermark information is embedded, the
information bit is added to only four special DCT coefficients in a 32 × 32 block.
Then the energy given to the four coefficients are spread over the block when
IDCT is performed. However, when the inner 16×16 sub-block is transformed by
DCT, the almost all spread energy is concentrated into only one DCT coefficient.
Therefore, the embedded watermark information bit can be extracted from the
sub-block. The four special DCT coefficients for embedding are specified as four
columns p1 , p2 , p3 and p4 in Table.1, and then the coefficient for extracting is
the special DCT coefficient given in the column P , where F32 (∗, ∗) means a DCT
coefficient of 32 × 32 block, and F16 (∗, ∗) is defined similarly.

Table 1. Embedding and extracting coefficients

set
i
ii
iii
iv

3.2

p1
F32 (0, 0)
F32 (1, 0)
F32 (0, 1)
F32 (1, 1)

embedding
p2
p3
F32 (0, 2) F32 (2, 0)
F32 (1, 2) F32 (3, 0)
F32 (0, 3) F32 (2, 1)
F32 (1, 3) F32 (3, 1)

p4
F32 (2, 2)
F32 (3, 2)
F32 (2, 3)
F32 (3, 3)

extracting
P
F16 (0, 0)
F16 (1, 0)
F16 (0, 1)
F16 (1, 1)

Embedding

Let I be an image, w = (w0 , w1 , · · · , wn−1 ), wi = 1 or 0, be a watermark information vector of which size is n, and m be an embedding intensity. Then
watermark information w is embedded as follows.
1. I is divided into blocks of 32 × 32 pixel and each block is transformed by
DCT.
2. The embedding coefficients in each block are first determined by selecting a
set using a secret key from four sets given as raws in Table.1, and then the
coefficients to be embedded are given by the elements of four columns p1 ,
p2 , p3 and p4 .
3. The element wt in w is embedded in the t-th block as follows.
If
wt = 0
then

else

p1 = p1 + m,

p2 = p2 − m,

p3 = p3 − m,

p4 = p4 + m.

p1 = p1 − m,

p2 = p2 + m,

p3 = p3 + m,

p4 = p4 − m.

then

4. Each block is transformed by IDCT and the watermarked image I 0 which
consists of the transformed blocks can be recovered.
3.3

Searching Protocol

A watermark should be extracted from the embedded image even if the embedded
block were shifted and rotated. To search for the amount of shift and rotation,
we calculate the MSE(Mean Square Error) in each shifted and rotated block, and
estimate the most possible position where the MSE becomes minimum. Then, if
the above procedure were performed with every considerable distortion caused by
attacks such as shift and rotation, the computational complexity might become
incredibly high. Therefore, we define the domain to search for and the candidates
of distorted shapes. The block which may be shifted and rotated is assumed to

be in the searching domain block K of (16 + 2d) × (16 + 2d) shown in Fig.3,
where d is called the searching distance, B is the block to be embedded and L is
the sub-block. Then, the MSE is evaluated in each shape Ts (0 ≤ s ≤ 12) given
in Fig.4, where each shape is obtained by rotating the sub-block slightly. As an
illegal image must be copied from the watermarked image, it is more efficient to
use the watermarked image in order to search for the shifted and rotated block
than to use the original one. But we need not to store both images, and it is
enough to preserve only the original image because the watermarked image can
be obtained by embedding the watermark using the secret key when the search
is performed.

image I

T0
K
L

T1

T4

T7

T10

T2

T5

T8

T11

T3

T6

T9

T12

d
d
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Fig. 3. Searching domain

Fig. 4. The 13 candidates of rotated sub-block

Let I ∗ be the image which may be copied illegally from I 0 , and each rotated
and shifted block is searched as follows.
1. First, the following operations are performed.
1.1. The block of the shape T0 in Fig.4 is picked out from the left upper
side of the searching domain block K ∗ . Then, the MSE in the block is
calculated, and the MSE, shape and its position are preserved.
1.2. Next, the block of the shape T0 is picked out from the position shifted
one pixel to the right or down and the MSE is calculated. Here, if the
MSE in the block is less than that of the former, the MSE, shape and
its position preserved before are changed to this new ones.
1.3. The operation 1.2 is performed at all possible position in the searching
domain block K ∗ .
2. The operation 1 is continued from the shapes T1 to T12 repeatedly. Here in
the operation 1.1, the MSE, shape and the position are changed when the
MSE is less than the preserved one.
3. Finally, the position and shape where the MSE becomes minimum are selected and the rotated and shifted block is reformed to the square shape Lˆ∗
of 16 × 16 in each block.

3.4

Extracting

The original image I is necessary to extract the watermark from the image I ∗ ,
because the embedded information can be extracted by subtracting the specified
DCT coefficient in Table.1 of Lˆ∗ from that of L. The procedure is given as follows.
1. The searching protocol is applied for each sub-block and Lˆ∗t (0 ≤ t ≤ n − 1)
is obtained.
2. Each Lˆ∗t and Lt are transformed by DCT.
3. A coefficient in the set of four elements P given in Table.1 is specified by
the secret key.
4. The coefficient of Lˆ∗t specified above is subtracted from that of Lt .
5. If the result is positive, then an extracted information wt∗ = 0, else, wt∗ = 1.
3.5

Improvement of Robustness

Generally a watermark must provide enough robustness even if any attacks might
be performed. Our watermark has a strong tolerance for attacks, but it can
not immunize a few attacks such as rotation, shift, etc. One of the reasons
is that the shapes Ts (0 ≤ s ≤ 12) do not meet every distortion caused by
rotation. Of course, it is desirable to consider all possible rotated and shifted
patterns. However, if we would evaluate the MSE with more patterns, it might
take more computation time and need more memory in order to estimate all
possible rotated and shifted blocks. To certify it, we have already tested the
other patterns, but the improvement is only slight in spite of the great increase
of the computational complexity. Further more, as many kinds of attacks are
included in StirMark attack, the watermark information bits may be changed by
some of them. Therefore, we must encode the watermark information bits by an
error correcting code in order to improve the robustness against their attacks.

4

Consideration

DCT coefficients have the general property such that the change of the low
frequency components causes the blocking effects to the image. For example,
Fig.5(a) shows the blocking effects when the value of F16 (1, 0) is changed, where
f (x, y) means the pixel intensity. However, considering the effects caused by the
change of some low frequency components, the shape of blocking effects can be
changed by the attentive modification of the special coefficients.
The suitable selection and modification of the coefficients can cause special
effects that are hardly deleted by the attacks such as filterings. The selection
means to use the special four coefficients in the columns p1 , p2 , p3 and p4 in
Table.1. And the modification means that a certain constant value is added
to the coefficients of p1 and p4 , and subtracted from the coefficients of p2 and
p3 . Then, when the procedure given in the basic idea is applied, the energy of
the four coefficients is concentrated into the specified DCT coefficient P in the
16 × 16 sub-block. For example, if we select the set ii and a certain value is
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Fig. 5. Distortions in a block

F16 (X, Y)

f (x, y)

added to F32 (1, 0) and F32 (3, 2), and subtracted from F32 (1, 2) and F32 (3, 0),
the energy of their coefficients concentrates into the DCT coefficient F16 (1, 0)
in the sub-block. The result in the pixel domain is shown in Fig.5(b), and the
result in the transformed domain is shown in Fig.6.
Hence, the distortions produced by embedding are greatly different from the
blocking effects, and it is less noticeable as no edge is formed. In addition, the
embedded signal is emphasized in the DCT coefficient F16 (1, 0), and there is no
correlation among adjoining 32 × 32 blocks. Further more, some attacks such as
extension and reduction do not cause a serious problem to the watermark, as
the embedded signal is spread over outside of the sub-block.

35
30
25
20
15
10
5
0
-5
-10

0

2

4

6

X

8

10

12

14

16

0

2

4

6

8

10

12

14

16

Y

Fig. 6. Concentration of energy into the DCT coefficient F16 (X, Y )

15

y

5

Computer Simulated Results

In our simulation, we use a standard image “lenna” and standard images “girl”,
“baboon”, “couple”, “aerial”, “moon” and “map” in SIDBA(Standard Image
Data Base), each of which has 256 level gray scale with the size of 256 × 256.
Then the maximum number of watermark information bits is 64 bits.
First, we show some results for “lenna” of which original image is shown
in Fig.7. Fig.8 is produced by embedding a watermark into the original image,
where embedding intensity m = 30, PSNR = 42.5 [dB], and Fig.9 is an image produced by applying the well-known StirMark attack to the watermarked
image. It has no obvious visually difference from the original watermarked im-

Fig. 7. Original image

age though its PSNR decreases to 18.4[dB]. Here, we need not to say that the
embedded watermark can be extracted also from Fig.9.
Fig.10 shows the average value of PSNR respect to embedding intensity m.
Here, if m is set over 30, the distortions become to be remarkable in the watermarked image as shown in Fig.11. And if m is set under 15, the watermark is
deleted easily by the StirMark attack. Therefore, the suitable range of m is between 15 and 30 for the image “lenna”. For many images, our simulated results
show that the suitable range of m is also from 15 to 30 though the distortions in
the watermarked image can be blurred even if m is set greater than 30 for the

Fig. 8. Watermarked image (m = 30)

Fig. 9. StirMark attacked image
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Fig. 10. PSNR versus embedding intensity m

Fig. 11. Watermarked image (m = 50)

50

image which includes many edges. Then we use the range from 15 to 30 in the
following computer simulation.
If the StirMark attack which parameters are defaults is performed, a very
few errors may be occurred in the extracted watermark information. Then, the
number of errors may be less than or equal to 3. In such a case, the watermark
information can be extracted correctly by use of an error correcting code. Then
we will perform the computer simulation under the assumption that the watermark information has already been encoded by some error correcting codes , and
hence, the extracted information has been corrected if the number of errors is
less than or equal to the error correcting ability. Fig.12 shows the probability of
the correct extraction for the searching distance d(4 ≤ d ≤ 8) and the embedding intensity m = 20. The best results is obtained when the searching distance

Correct Extraction Probability [%]

100
90
80

no error correct

70

single error correct

60

double errors correct
triple errors correct

50
40

m = 20

30
20
4

5

6

7

8

Searching distance d
Fig. 12. Probability of correct extraction versus searching distance

d = 8. However, it is efficient to apply for d = 6 as the computational complexity
is about half compared to the case of d = 8. Therefore we define the searching
distance d = 6 in the following simulation.
Next, we evaluate the tolerance of each watermarked image against the StirMark attack. Table.2 to 5 show the computer simulated results of the correct
extraction probability for each different error correcting abilities, when the number of simulated times is 105 . The watermark is generated and embedded randomly in each time. The results mean that the watermark information can be
extracted almost correctly from the image distorted by the StirMark attack when
the embedding intensity is set to m = 30 and some triple errors correcting codes
are applied. Here, if soft decision decoding is applied, the probability of correct

Table 2. Correct extraction probability[%] for the case of no error correction
m
lenna girl baboon couple aerial moon map
15
14.9 19.5
9.0
23.7
0.3
44.5
0.6
20
49.4 51.3
37.4
67.9
7.7
83.3
4.6
25
73.7 67.8
63.6
89.5
28.9
95.3 12.0
30
89.0 78.5
84.0
97.6
58.2
99.2 22.9
Table 3. Correct extraction probability[%] for single error correction
m
lenna girl baboon couple aerial moon map
15
44.5 53.7
31.2
57.7
2.0
80.3
4.2
20
85.2 88.1
74.9
94.4
28.1
98.6 20.3
25
96.4 95.8
92.6
99.4
65.4
99.9 39.6
30
99.4 98.3
98.5
100.0
90.0 100.0 59.2
Table 4. Correct extraction probability[%] for double errors correction.
m
lenna
girl baboon couple aerial moon
15
72.4
80.7
57.9
82.3
7.2
94.3
20
97.1
98.3
92.8
99.4
54.6
99.9
25
99.7
99.7
98.9
100.0
87.8 100.0
30
100.0 100.0
99.9
100.0
98.4 100.0
Table 5. Correct extraction probability[%] for triple errors
m
15
20
25
30

lenna
89.3
99.6
100.0
100.0

girl
93.9
99.8
100.0
100.0

baboon
79.0
98.4
99.9
100.0

couple
94.1
100.0
100.0
100.0

aerial
17.5
76.4
96.7
99.8

moon
98.4
100.0
100.0
100.0

map
13.8
45.1
68.9
85.0
correction
map
30.1
69.5
87.9
96.1

extraction can be increased. For the images such as “aerial” and “map”, the
probability of the correct extraction becomes smaller than the others, because
above two images include a lot of vulnerable edges by attacks. Then, for those
two images, the embedding intensity can be set greater than 30, and the large
distortions caused by the embedding will be blurred because of containing many
edges. Therefore it is more preferable to set the suitable embedding intensity m
for each image considering how many edges are included in the image.
Finally, our scheme can withstand not only StirMark attack, but also the
well-known unZign attack[14], JPEG compression which quality parameter can
be set under 25[%] and most of image processing.

6

Conclusion

We have proposed a new watermarking scheme in the tolerance of StirMark
attack, and it has three important points. First, a watermark is embedded into
the very low frequency components of DCT, then the blocking effects will not be
appeared in the image. Next, the watermark embedded in a block is extracted
from its inner sub-block. Finally, the amount of rotation and shift can be found
in the searching protocol when the watermark is extracted.
In our scheme, the watermark can be extracted correctly with very high
probability though the perceptual distortions caused by embedding are very
few. Our simulation results mean that the strength of the watermark depends
on the image and hence the suitable setting of parameters is inevitable.
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